CheckList of CyberSecurity Project Requirements

· Multithreaded socket-based (TCP) Server  with Client. Using Threading library in python
· MySQL Server to be used by Server, at least 2 tables in database, one of the is clients table. Each table has a mandatory id (int) column. Clients table should have as well ddos_status to be used to “blacklist” clients who try to attack the system. Passwords should be saved hashed to prevent SQL Injection
· UI for Server to monitor, UI for Client to communicate with Server. In total at least 3 UI Screens. UI for Client should be non blocking (I advise to have configuration “cookie” file that if present replaces input() functionality). You can use Tkinter library for it.
· Everything sent/received should be encrypted with RSA or AES. Use pycryptodome library to do this.
· Support DoS&DDoS prevention for Server. Have script to test 100 clients ran simultaneously
· When all coding finished – turn everything into Classes. At least 3 is a must.
· The code must be presented on 2 different computers. Test it and have it easily supported by using configuration file, imported by both server and client.
· Project Documentation at least 60 pages long should be finished by Middle of March
· The exam is performed by an external examiner and takes about 40 minutes. During this time a student presents him with his presentation, code, demo ran on 2 laptops, and answers questions. Usually it’s done in a beginning of June.
